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Abstract—Current new IoT standards do not detail enough
some important and emergent aspects as the Fog/Edge
computing support, the IoT computation topology
management or the IoT visualization systems. This work
defines three new concepts: a) the paradigm of edge/cloud
computing transparency that lets the computation nodes
change dynamically without administrator intervention; b) the
IoT computing topology management that gives an IoT system
global view, from the hardware and communication
infrastructures to the software deployed on them, and c) the
automation and integration of IoT visualization systems for
real time data visualization, current IoT topology and current
paths of data flows. It is also defined a new architectural model
that includes these concepts and covers other IoT demands,
like security safeguard services based on Blockchain. This
architectural model definition is taken as the basis for
developing a new advanced IoT platform referred as SAT-IoT.

From our point of view, the IoT platform standards do
not detail enough some important and emergent aspects as
the Fog/Edge computing support, the IoT computation
topology management (mainly for industrial and Smart cities
environments), the visualization systems integrated in the
platform (not only in the applications) and audit services for
IoT based in Blockchain or Distributed Ledgers.
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As a result, we propose a whole extended architectural
reference model that is being used as the design and
implementation basis of a new IoT platform (called SATIoT).

I.

INTRODUCTION

The International Telecommunication Union (ITU)
defines the Internet of Things (IoT) as “global infrastructure
for the Information Society, enabling advanced services by
interconnecting (physical and virtual) things based on,
existing and evolving, interoperable information and
communication technologies” [1].
This challenging architecture requires the definition of an
IoT formal framework that integrating the involved
technologies, systems and devices [2]. The standardization of
IoT platforms is in progress; there are published standards
that already describe a Reference Model for the architecture
and functionalities of IoT Platforms [3] [4]. In general, these
reference models define the structure of an IoT platform as a
set of logical entities such as: Business & External
Application, Services & IoT Application, IoT Network &
Gateways, Devices and Physical Layer [5] [6] [7]. These
reference models also describe functionalities such as:
Connectivity, Device management, Data Access and
Databases, Data Processing and Management of Actions,
Data Analytics, External interfaces including HumanMachine Interface (HMI), etc.
In addition to the IoT concept, Fog/Edge computing is a
new technological paradigm pursuing the process of data
near its sources in order to reduce latencies and save
bandwidth [8][9]. Nowadays most authors accept that
Fog/Edge computing features should also be included in the
definition of the new IoT architectures [10] [11] [12] [13]
[14].

This work presents a set of contributions to the IoT
architectural reference models defined in current standards,
in order to integrate the following concepts: 1) the paradigm
of edge/cloud computing transparency, 2) the IoT computing
topology management, and 3) the automation and integration
of IoT visualization systems. In addition, it is proposed to
include some new support systems demanded by the IoT
market such as IT automation systems and the embedded
regulation/audit services.

In the next section, we define the IoT framework
concepts that extend the reference models. Then, we present
a whole IoT architectural model in terms of entities and
systems with their functionalities and mutual relationships.
II.

NEW IOT FRAMEWORK CONCEPTS

A. Paradigm of Edge/Cloud Computing Location
Transparency
In order to improve the performance of an IoT system,
the Edge Computing model aims to process the massive data
generated from different IoT devices at their zone edge
nodes. Only the processing results are transmitted to the
cloud infrastructure or to the IoT devices, reducing the
bandwidth consumption, the response latency and/or the
storage needed [15]. For example, consider an IoT system
that uses the hybrid network of Fig.1. Since edge nodes X
and Y are not connected to each other, any application that
processes data from zones X and Y will be run in node Mid1,
in order to be as near as possible to both edge nodes.
But the previous model is not well suited to applications
in which the location of devices can change, the volume of
data received in each edge node varies dynamically, or the
processing needs data from different geographical zones. An
example of this kind of scenario is a smart city car route
planner, that calculates routes with information received
from the cars connected.
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IoT system models requires a new visualization service, not
only for data visualization, but also to show the current IoT
topology and the paths of the data flows.
We define the concept of Automation and Integration of
IoT Visualization System as a kind of system embedded in
the IoT platform that is able to show automatically two basic
dashboards: a) a system dashboard with the deployed IoT
topology (nodes, links, their features and the consumption of
their internal resources like memory, bandwidth, storage,
etc.) and the data flow paths of the topology (data flows and
their volume, for instance); and b) an IoT raw data dashboard
to continuously show the data received in the platform from
the configured and connected devices.

Fig. 1. Example of IoT hybrid network for mobile devices.

In an IoT Model, we define the Edge/Cloud Computing
Location Transparency as a computational property of the
system in which data to be shared in different zones can be
processed in any edge node, mid node or in the cloud,
looking for the optimization of response latency, bandwidth
consumption, storage, etc. Furthermore, the selection of the
computation nodes might change dynamically according to
the conditions of the system (shared data, application
requests, data volume, or any other relevant one).
Some target scenarios to apply this paradigm are: Smart
cities (traffic monitoring, route planning), connected
factories (with distributed zones like administration,
manufacturing lines, logistics, etc.) or connected renewable
energy plants (solar, wind, etc.).
B. IoT Computing Topology Management
In scenarios like Industrial IoT and Smart Cities, wireless
networks complement wired networks to form a hybrid
network [16]. These hybrid networks (Fig.1) include: the
cloud, edge nodes and mid nodes. Mid nodes are connected
to the cloud and to each other in a mesh network. Edge nodes
receive data from wireless devices located in the same
geographical zone. Groups of edge nodes are connected to a
mid-node. Edge nodes are not connected to each other.
In this kind of scenarios where the hybrid network is
defined and deployed ad-hoc, it is necessary a service to
manage the IoT network topology. In addition, this topology
administration service will facilitate the dynamic deploy of
IoT distributed applications, the interconnection of devices to
the IoT platform, and the data exchange among platform
network nodes.
In summary, the topology administration service provides
a global view of the IoT system from the hardware and
communication infrastructures to the software deployed on
them.
C. Automation and Integration of IoT Visualization Systems
Embedded functionalities of current IoT standards do not
include the visualization of the IoT topology and its data
flow paths. The data visualization service is only considered
as part of the applications or included in external support
services.
Including the "Edge/Cloud Computing Location
Transparency” and the “Topology Management" entities in

The main advantage of this integrated visualization
system is that any IoT deployment could be verified even
before the development of IoT applications. This occurs
because, once the topology is deployed and the devices are
connected, the platform would be able to show the topology
(as defined in the topology management system) and the
results of the internal monitoring of the IoT system.
III.

SAT-IOT ARCHITECTURAL MODEL

Once the current standards have been analyzed, and we
have defined the new concepts to include as part of an IoT
Platform, we propose a new IoT architectural model with the
following entities and elements: A) Physical Layer, B) Smart
Device Entity, C) IoT Data Flow Collector Entity, D) IoT
Data Flow Dynamic Routing Entity, E) IoT Topology
Management Entity, F) IoT Visualization Entity, G) IoT
Cloud Entity, H) Platform Access Entity, I) Security and
Privacy and J) Embedded IoT Applications. Fig. 2 shows the
architecture model with these entities, their internal systems,
functionalities and interrelationships. Entities D) E) F) and
H) are new, while the rest are extracted from the standards
[3] [4] with some modifications.
The new architecture model will be used as a basis for
the SAT-IoT Platform design and development.
In the next sections, we describe the entities of this
architecture model.
A. Physical Layer
The physical layer in [3] or “infrastructures and
communications” and “sensor networks” layers in [4] define
the set of the basic physical devices, sensors and actuators in
the real IoT scenarios (real world things).
In this architectural model, physical layer devices have
neither processing capabilities nor intelligence. They can
only get data or act in a very basic way, and they are
connected/communicated through a data network. In view of
this definition, we do not consider the physical layer as a part
of the platform, but the layer over which the SAT-IoT
platform manages, actuates and receives data.
B. Smart Device Entity
Physical devices have evolved significantly in terms of
computational intelligence and data storage capacity, and the
term "Smart Devices" has emerged [17]. Smart devices are
widely used and integrated in different real IoT scenarios,
and this is why the SAT-IoT platform includes an entity
called "Smart Device Entity" at the bottom of the platform.
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Fig. 2. SAT-IoT Architectural Model.

The entity "Smart Devices" in SAT-IoT is a
combination of “Device Entity” and “Gateway Entity”
from ISO/IEC 30141, This suggests its future
implementation and functional running, not only in smart
devices but also in other network appliances, such as
physical gateways or hubs, routers, servers, etc. (typically
installed in the network edge).

These services use the functions implemented by
the devices to set the parameters needed to connect
the device to the network through interfaces and
technologies like GPRS, 4/5G LPWAN, etc.
• Other functionalities: access to functions and
services directly offered by the specific smart
devices.

The functionalities defined in this entity are offered by
the high-level function interface provided by the smart
device, and the additional software.

C. IoT Data Flow Collector Entity
The IoT Data Flow Collector Entity is in charge of
interconnecting devices (smart devices or simple devices)
to the SAT-IoT platform.

Besides the typical IoT gateway functionalities [3]
[18], the Smart Device Entity also includes the following
functionalities:

This interconnection entity behaves as an IoT platform
gateway. It is independent of the physical devices and their
field protocols, providing the common entry point to
receive IoT data from devices installed in the IoT system.

• Device Access (Input/Output): High-level input and
output operations, register read/write operations or
memory operations inside the device. These
functionalities also include the automatic data
sending to the platform as messages under MQTT
Protocol, abstracting the platform from local
interconnections and buses (MODBUS, OPC,
CANBUS, Serial, etc.).

The IoT Data Flow Collector Entity is designed to be
implemented, deployed and run in any network place. But
it will be especially useful when deployed in edge nodes,
because it works together with the IoT Flows Dynamic
Router Entity (described below) in order to support Edge
Computing and Edge/Cloud location transparency.

• Device communications (Interconnection): They
are the access network configuration Services.
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Therefore, the most important functionalities provided
by the IoT Data Flow Collector Entity are the following:
• IoT Data gathering.
• Temporary data storage (for edge computing and
location transparency).
• Data flows streaming to any internal or external
application or service.
• Data Streaming to the platform global database
(normally deployed in the cloud).

Fig. 3. Data Flow Dynamic Routing: preliminary tests.

It is important to note that, in the latter two systems
(Computing Location Transparency Support System and
Data Flow Routing Management System), the IoT Data
Flow Dynamic Routing Entity needs to ask for the
topology and its current performance to the IoT Topology
Management Entity, and for the current data flows to the
IoT Data Flow Collector Entity.

• Data pre-processing (data filtering, aggregation,
measure error management, etc.)
• Execution of local services as microservices of a
distributed application.
D. IoT Data Flow Dynamic Routing Entity
The IoT Data Flow Dynamic Routing Entity is one of
the most important entities in the SAT-IoT architecture
model because it supports the Edge/Cloud Computing
Location Transparency model.

Fig. 3 shows the results of some preliminary tests
performed on a test topology (Fig. 1) that demonstrate the
savings or extra costs of bandwidth consumption due to the
selection of different nodes when the amount of
information shared by each node changes.

The IoT Data Flow Dynamic Routing is a key entity
that manages dynamically data flows between processing
nodes (cloud nodes, edge nodes and even smart devices).
In addition, this entity includes a distributed temporary
data storage system to support data streaming services and
local processing services.

E. IoT Topology Management Entity
The IoT Topology Management Entity enables the
definition of the network topology of every IoT system
deployed by the platform. This entity describes each IoT
topology as a graph [19] of computing nodes and links
between them, and it includes a variety of attributes like
node features (CPU, Memory, etc.), data link features
(bandwidth), node geolocation (if available), use of
resources (hardware and communication metrics), etc.

The IoT Data Flow Dynamic Routing Entity includes
three main systems:
• Data Streaming Management System: it provides
the mechanisms to transfer IoT data flows directly
from nodes with local storage (for example edge
nodes or smart devices) to other internal or external
services and applications that request them (with a
publish/subscribe model).

This entity manages dynamically the IoT hardware
topologies. It enables updating the logical structure of the
topologies at any time and it includes a monitoring system
that continuously provides the status of nodes and links in
terms of performance metrics (consumption of CPU,
memory, storage, bandwidth, etc., and also data flows
crossing the network).

• Computing Location Transparency Support
System: This system decides, in real time, the
optimum node where a certain data flow must be
processed. The optimum node election for a data
flow is decided by an algorithm that uses IT
resource optimization techniques, graph theory
(based on the topology graph definition) and
machine learning mechanisms, to predict the needs
of the system in the short term. The prediction
considers relevant current metrics of the system, as
the hardware and software resources used, the data
links bandwidth consumption, the application
latencies, the zone structure of the topology or the
data flows already involved in each node. The
Computing Location Transparency Support System
algorithm is part of the research work in the
RECAP H2020 European Project1 and its
implementation will be integrated in the SAT-IoT
platform.

The three main functions of the Topology Management
Entity are:
• IoT Topology Definition: It enables the modelling
of the IoT architecture as an enhanced graph in
which nodes are the hardware elements with
processing capabilities, defined with all their
attributes (type, CPU, Memory, location, etc.), and
edges are the data links and their corresponding
attributes.
• Topology Management: It is a set of services to
consult and modify the IoT topology definition in
order to maintain the coherence between the
physical installations and their definition in the
platform. It supports the model of Edge/Cloud
Computing Location Transparency offered by the
platform.

• Data Flow Routing Management System: This
system is responsible for setting the routing of a
data flow to the optimum computation node, after
inquiring about the best computation node for the
data flow to the Computing Location Transparency
Support System.
1

• Topology Monitoring: It continuously gathers and
stores metrics of each node and edge. It also
provides these metrics to other internal systems
(IoT Topology Visualization System or Embedded
Applications) and external systems (third party
applications and systems).

http://www.recap-project.eu
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Management System, Application Services System and
IoT Resources and Interchange System), and includes two
new systems that complete the entity:
• Regulations and Audit System: current IoT
systems demand a lightweight, scalable, and
distributed security and privacy safeguard [20].
The SAT-IoT platform provides some basic
functions implemented with Blockchain (or other
distributed ledgers) to secure specific sets of data.
This allows the reliable retrieval of those sets of
data and their analysis in processes of regulation
compliance auditing (insurance, regulatory
compliance, quality control, maintenance, etc.).
These functions could also be integrated with data
protection tools for encryption and anonymization
purposes.
• IoT Orchestration Management System: SATIoT is a distributed platform that supports the
development of distributed IoT applications.
Therefore, it provides an IoT automation system
that facilitates both the infrastructure definition and
the system deployment (real or virtual servers and
their configurations, links, connections, etc.). This
system integrates software orchestration tools to
deploy services and applications all over the IoT
computing infrastructure. These tools are very
suitable for the deployment of applications built as
microservice architectures and encapsulated in
containers by using container management tools as
Rancher2 and Kubernetes3.

Fig. 4. Visualization Entity: (a) System view (b) Application view.

F. IoT Visualization Entity
The IoT Visualization is an innovative entity that
supports the automatic visualization of IoT systems
deployed in the SAT-IoT platform.
This entity manages two complementary views of the
IoT system: the IoT system view and the IoT data view
(Fig. 4). The System view is focused on the IoT topology
and the IoT data flow paths; the IoT data view is focused
on the groups of data the system receives from devices
(normally to be treated by applications).
The IoT Visualization Entity provides two independent
internal systems:

H. Platform Access Entity
The Platform Access Entity could be considered more
a design element than an entity, because it is defined as a
Platform API Gateway [21] on top of the architecture.

• IoT Topology Visualization System (Fig. 4a): It
interacts with the IoT Topology Management Entity
to get all available system information, and
automatically generates a dashboard that shows the
IoT topology defined in the platform and the main
features of its components (server nodes and links).
In addition, it shows the data flow paths in the
topology (number of messages and total size of
them, for instance).

This API Gateway is the single entry-point to the SATIoT platform which publishes and exposes all the platform
services to be used by external users, systems and
applications.
The Platform Access Entity also manages and controls
the access to services through an authorization and login
system based on roles and user profiles.

• IoT Application Dashboard Generation System
(Fig. 4b): It provides functions for configuration
and visualization. The configuration functionality
provides a graphical user interface that enables the
selection of predefined dashboard templates and the
configuration of new ones, the visualization of all
data types received in the platform from devices,
and the matching between data types and template
elements in which they will be shown. The
visualization functionalities include the automatic
dashboard generation with the settings defined
before presenting it in a Web browser, and a set of
controls over the graphical elements of the
dashboard.

Therefore, the Platform Access API Gateway, besides
abstracting the internal structure of the platform to the
external users/applications and simplify its use, provides
the following set of cross functionalities and features:
publishing of platform APIs for external use (services and
groups of services from internal systems and modules of
the platform), security policies (authentication,
authorization, user management, applications registry,
access permissions, etc.), routing (internal routing of
messages and requests to different destinations inside the
platform), access to sets of data stored and managed by the
platform and to service APIs published by the platform for
external use.

G. IoT Cloud Entity
The IoT Cloud Entity represents the highest-level
applications and services that the IoT platform provides to
external systems, users and applications. It is implemented
in the cloud to offer a wide coverage.

I.

Security and Privacy
Security and privacy must be applied to the whole IoT
platform in its different entities due to the distributed
2

The SAT-IoT Cloud Entity provides the three systems
described in ISO/IEC 30141 [3] (Operation and

3
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https://rancher.com/
https://kubernetes.io/

architecture of the IoT platform proposed. Therefore,
Security and Privacy is not considered as an entity in this
design but as a core module that supports the basic
functionalities related to secure access to the platform
(applications, services, data, etc.).

We thank Pilar Manzano (ETSISI, Technical
University of Madrid) for her advice and paper review.
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