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Abstract—The proliferation of interconnected objects in the
Internet of Things (IoT) can be benefit from integration of
cognitive radio (CR) technologies at the network level. IoT networks equipped with cognitive capabilities can help to effectively
alleviate the problem of spectrum scarcity. However, the IoT
network can suffer from jammer attacks that interfere with
user transmissions and disrupt communications. In this paper,
we consider a CR-IoT network based on Orthogonal Frequency
Division Multiplexing (OFDM) modulation scheme and a reactive
jammer is hypothesized to be present in the network. A jammer
detection method is proposed that is based on learning a switching
Dynamic Bayesian Network (DBN) from normal OFDM data
transmissions that is capable to detect abnormal situations. The
proposed model is shown to be capable to detect and locate
multiple jammers. The comparison with a conventional energy
detection shows the validity of the proposed approach.
Index Terms—Cognitive Radio, IoT, OFDM, Dynamic Bayesian
Network

I. I NTRODUCTION
Recent developments in information technologies and machine to machine communications, brought a new technology
which is deployed to intelligently connect different objects
in a network, i.e. IoT. Typical objects in IoT networks are
sensors, actuators, mobile phones and other devices, which
are equipped with powerful data capabilities and use standard
protocols to access any service at any time by using ideally
any available path, service and network. IoT is an emerging technology which is penetrating into many fields such
as industrial manufacturing, logistics process, transportation,
health care, automation, and many more [1]. In IoT, objects
are either connected through wired or wireless networks,
however, wireless networks provide cost-effective and remote
access solution as compared to the wired network [2]. The
IoT objects might generate massive data as they exchange
information in order to remain connected and access services.
This increases spectrum resources requirements and creates a
bottleneck in the IoT network. If a static spectrum allocation
policy is adopted, the problem of spectrum scarcity might
arise [3]. Current trends of research have drawn attention to
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incorporate Cognitive Radio (CR) in the IoT network and
it is expected that devices in IoT will be supplied with
cognitive capabilities to deal with spectrum scarcity problem
[4]. Spectrum measurements show that most of the time,
the radio spectrum is not being used by the licensed user
and remains vacant. CR exploits vacant spaces to enhance
spectrum utilization by assigning unused spectrum to other
unlicensed users in the network. CR has been implemented
in many applications such as mobile communication, wireless
sensor networks, and radio-based smart grids [5]. CR makes
radio systems intelligent by allowing them to sense, learn
and adopt the best possible transmission strategy in a given
operating environment. However, an adaptive physical layer
modulation technique such as OFDM is necessary for CR to
execute required tasks [6]. OFDM, due to its unique features,
is broadly used in new wireless technologies. An OFDM
modulation has been adopted in the Wireless Local Area
Network standards such as IEEE 802.11a, IEEE 802.11g,
IEEE 802.11n, IEEE 802.22 Wireless Regional Area Network
based on CR in TV White Spaces (TVWS) and Long Term
Evolution (LTE) mobile network. Moreover, to provide larger
coverage area with the low-cost operation for thousands of
connected objects in IoT, IEEE 802.11ah has been proposed
in recent years which employs OFDM [7]. The use of CR
has already been advocated for many IoT applications as an
imminent solution and in this scenario, IoT objects act as
secondary users to opportunistically access the primary user’s
spectrum whenever this is free [8]. To achieve the goals of CRIoT network, protecting such network from various malicious
attacks is a basic yet challenging issue [9]. IoT network suffers
from various jammer attacks due to its heterogeneous nature
[10]. CR network uses some of the characteristics of the radio
network to address security challenges, however traditional
radio networks may differ from one another with respect to
the different strategies that are being adopted by each network
to mitigate malicious attacks. This variation in using different
strategies comes from the fact that each network is exposed to
a dynamic environment and the CR network is more vulnerable
to the security threats as compared with other radio networks
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due to its unique features. CR network attacks include Primary
User Emulation (PUE), Spectrum sensing data falsification,
denial of services, spoofing attacks and jamming. This last type
of attack is considered to be the most frequent and menacing:
Jammer attacks disrupt the communication and reduce the
bandwidth of the CR network [11]. The security solution in
the CR network aims to detect jammer and mitigate its effect.
Accordingly, several methods have been studied and proposed
such as classification, signature-based, and Anomaly-Based
Detection (ABD) [12]. In [8], channel assignment technique
is presented to address the issues of jammer attack in CRIoT network. In [13], it is emphasized to exploit the statistical
properties of the users in the CR network to learn the behavior
of each user and make an inference. Such method of inference
can be used to predict the state of a user in the network through
a learning process. In this perspective, the ABD method has
been studied and proposed to detect malicious attacks by using
machine learning techniques [14].
The focus of this work is to analyze signals behaviour by
using Dynamic Bayesian Networks realizing a Probabilistic
Switching Model consisting of two hidden levels for each
temporal slice and to detect malicious signals inside the
spectrum for the CR-IoT network. The inference at continuous
and discrete levels of the spectrum is achieved by using a
combination of Particle filter (PF) for the discrete level and
Kalman Filter (KF) for the continuous level. The combined
approach is called as Markov Jump Particle Filter (MJPF), was
first presented in [15] for abnormality detection in autonomous
driving. Self Organizing Maps (SOMs) [16] are applied to
obtain discrete regions of the spectrum named as superstates.
PF is used to compute transitions between superstates and
predict discrete future states, while KF is implemented to
predict the next states at continuous level inside a certain
region corresponding to a given superstate. After learning the
DBN model for the given spectrum under no jammer attacks,
a testing set is used to evaluate the signal which is affected
by a jamming interference.
The reminder of the paper is organized as follows. Section II
describes related work. Sections III and IV present the system
model and the proposed method, respectively. Experimental
results are discussed in section V. In section VI, conclusion
and future work are highlighted.
II. R ELATED W ORK
Performances of a CR-IoT network can deteriorate due to
malicious attacks. Therefore, there has been a major concern to
detect such kind of devastating attacks which threaten normal
operation of CR-IoT network. In this paper, jammer detecting
and locating method is introduced based on a probabilistic
model trained with wireless data corresponding to normal
situations. Atya et al. [17] proposed Jammer Interference
Mitigation Scheme (JIMS) to avoid the jammer effects in
OFDM communication system. Rahbari et al. [18] presented
the randomization of preamble technique in OFDM based
802.11 system to mitigate jammer attacks. The implementation
of additional FFT module in parallel of OFDM block with

wider window to reduce jamming effects in IEEE 802.11 WiFi system is introduced in [19]. Nawaz et al. [20] presented
jammer detection algorithm for CRs. For ABD system discussed in Section I, CR network uses various features of the
signals such as signal to noise ratio (SNR), traffic flow, signal
modulation, packet delivery ratio (PDR), sensing threshold
and signal strength (SS) to learn the behavior of the users
under normal and jamming conditions [8]. In [11] authors
used SS and PDR to implement ABD technique. Learning
of the network is accomplished by using SS and PDR under
no jamming conditions in learning phase. During the testing
phase, jammer detection is done by comparing the normal
and abnormal situations by using the baseline profile. In [21]
authors formulated optimal power allocation scheme under
jamming attacks. Jararweh et al. [22] provided more comprehensive solution to detect jammer in the CR network. Both
methods are not applicable for IoT applications because former
employs many nodes to perform ON/OFF line monitoring
and anomaly behavior analysis, latter uses constant jammer
model which is energy-hungry. In [23], a modified Q-learning
is proposed for jammer mitigation in the CR networks. In our
work, we consider the amplitude and phase of the received
OFDM signal rather than relying on complex features and
learn the DBN model. As a result, this does not put extra
burden on objects in CR-IoT network to perform spectrum
sensing and features selection tasks. Moreover, learning is
faster because very few objects are involved to monitor the
environment.
III. S YSTEM M ODEL
The CR-IoT network based on IEEE 802.11 ah is considered
for this work in which object signals are OFDM modulated.
The OFDM symbols X(k) which consist of N sub-carriers
can be represented in time domain as
x(t) =

N
X

X(k)ej2πkt/N ,

(1)

k=1

the received OFDM signal can be written as
r(t) = h(t) ⊗ x(t) + w(t),

(2)

where h(t) is the channel response, x(t) is transmitted signal
and w(t) is additive white Gaussian noise (AWGN) with zero
2
mean and power spectral density σw
.
For our proposed system which is illustrated in Fig.1, we
consider reactive jammer equipped with cognitive capabilities.
The jammer can detect and attack any of the sub-carrier
in OFDM signal by injecting its power. Let us assume that
OFDM signal consisting of N × M grid is transmitted, where
N and M are the numbers of sub-carriers and symbols
respectively and a jammer attacks one of the sub-carriers
of the transmitted OFDM signal. At the receiver side of
OFDM, FFT output is taken to form a state vector (Eq.3)
for the proposed model which is explained in the end of this
section. We choose FFT output due to two reasons: First,
to analyze the signal statistically by using amplitude and
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phase information. Second, an anti-jamming technique can
be implemented to detect jammer before the signal goes to
demodulation and mitigate jammer effect at this level, thus
reducing receiver complexity. The perfect synchronization is
assumed between transmitter and receiver, hence there is no
frequency offset between OFDM symbols. For any given subcarrier consisting of M symbols, there is temporal evaluation
between consecutive symbols which allow to describe how
amplitude and phase values are dynamically changing in a
specific sub-carrier. Therefore, we can define the state vector
at each time instant k as,
Xk = [ a p ȧ ṗ ]

P(𝑆𝑘 |𝑆𝑘−1)

𝑺𝒌−𝟏

𝑺𝑲
P(𝑋𝑘 |𝑆𝑘 )
P(𝑋𝑘 |𝑋𝑘−1 )

𝑿𝒌−𝟏

𝑿𝒌
P(𝑍𝑘 |𝑋𝑘 )

𝒁𝒌−𝟏

(3)

where a, p are amplitude and phase while ȧ, ṗ are corresponding derivatives.

𝒁𝒌

Time Evolution
Fig. 2. Proposed DBN model comprises of two parts: (Discrete and Continuous) to detect jammer in the Spectrum

Learning superstates. To learn the superstates, we employed a SOM that receives Xk and produces a set of
learned superstates S where similar information (quasiconstant derivatives) are valid, such that:
S = {S1 , S2 , . . . , SL },

Fig. 1. Spectrum of the OFDM modulated users in CR-IoT Network while
jammer tries to jam sub-carrier in the OFDM signal of the users by varying
its power

IV. P ROPOSED M ETHOD
A. Switching Dynamic Bayesian Network
After obtaining a set of state vectors describing the behaviour of the receiver in the spectrum when a normal situation
(without jammer) is considered, it is proposed to learn a
Switching Dynamic Bayesian Network (SDBN) model which
is shown in Fig.2, for modeling and predicting the dynamical
system over time. DBN enables to include dependencies
between involved random variables as time evolves and also
facilitates the representation of different inference levels. Consequently, here the lowest level of inference corresponds to the
observed received carrier amplitude and phase Zk . States, Xk ,
represent a medium inference level which encodes continuous
information. Super-states Sk correspond to the top level of
inference which manifest the discretization of the continuous
states. Additionally, arrows represent conditional probabilities
between the involved variables. Vertical arrows facilitate to
describe causalities between both, continuous and discrete
levels of inference and observed measurements. Horizontal
arrows explain temporal causalities between hidden variables.
In order to learn the switching DBN, four steps are done, such
that:

(4)

where Sk ∈ S and L is the total number of superstates.
Learn discrete transition models. By observing the activated superstate over time, it is possible to estimate a set
of temporal transition matrices encoding the probabilities of
passing from a current superstate to another one. Such matrices
take into consideration the time spent in current superstate for
encoding transition probabilities, facilitating the estimation of
P (Sk |Sk−1 , tk ), where tk encodes the time spent in the current
superstate Sk−1 .
Regions properties. A region Sk is represented by the
variables ξSk , QSk and ψSki which encode the mean value,
the covariance matrix of clustered states and a threshold value
where linear models are valid, respectively. Such a threshold
is defined in [15].
Learn continuous models. This work expresses the evolution in time of state vector based on quasi-constant derivatives
models. Such type of model can be written as a function of
the previously obtained regions Sk , such that:
Xk = AXk−1 + BUSk−1 + wk ,

(5)

where A = [A1 A2 ] is a dynamic model matrix: A1 =
[I2 02,2 ]| and A2 = 04,2 . In represents a square identity matrix of size n and 0l,m is a l ×m null matrix. B = [I2 ∆k I2 ]|
is a control input model. wk represents the prediction noise.
The variable USk−1 is a control vector that encodes the
spectrum’s action when it is inside a superstate Sk , such that:
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USk = [ȧSk

ṗSk ]| ,

(6)

Accordingly, it is possible to estimate the probability of
obtaining a future spectrum’s state given its present state
P (Xk |Xk−1 , Sk−1 ) for each superstate Sk−1 .
To make inferences by employing the learned DBN (refer
Fig.2), we proposed to use a probabilistic switching model
called Markov Jump Particle filter (MJPF) [15]. Such filter
uses Particle filter for inferring at discrete levels. Additionally,
each considered particle employs a Kalman Filter corresponding to the dynamic model learned for the corresponding value
of the superstate (Eq.5). In this work, by applying MJPF, it is
possible to detect Jammer. Two abnormality measurements are
defined for detecting the jammer, based on the Bhattacharrya
∗
distance between prediction p(Xk∗ |Xk−1
(Sk∗ )) and
• probability of being inside the predicted superstate of
particle p(Xk∗ |Sk∗ ).
Z q
∗ (S ∗ ))p(X ∗ |S ∗ )dX ∗ ; (7)
p(Xk∗ |Xk−1
db1 = − ln
k
k
k k
•

evidence p(zk |Xk∗ ) to have solutions near the measurement:
Z q
∗ (S ∗ ))p(Z |X ∗ )dX ∗ ; (8)
db2 = − ln
p(Xk∗ |Xk−1
k
k
k
k

where, (.)∗ indicates the considered particle and (Sk∗ ) means
that the prediction depends on the superstate. The value of db1
relates to the similarity between prediction of the state and the
likelihood to be in the predicted superstate. The value of db2
relates to the similarity between the state prediction and the
continuous state evidence related to the new observation in
each superstate.
B. Adaptive Energy Detector
Conventional Energy Detector (ED) has been the most popular spectrum sensing method used in CR due to its simplicity.
It compares the signal energy with a predefined threshold
to decide if the spectrum is occupied or not. Subsequently,
we use adaptive version of ED in order to provide a fair
comparison with the proposed DBN. The detection is based
on two hypotheses:
H0 : r(t) = s(t)

(9)

H1 : r(t) = sJ (t)

(10)

a statistical knowledge of the symbol amplitude before and
after jamming. This knowledge gives us an adaptive threshold
which is able to detect the jammer. The threshold is obtained
by calculating the difference values between the amplitude of
the attacked symbols before and after jamming, such that,
Di = ||si − sJi ||

where si represent the symbol before jamming and sJi after
jamming. Accordingly, the result is a set of euclidean distance
D related to the symbols under attack, such that,
D = {D1 , D2 , . . . , DM },

(13)

The threshold (T ) is calculated as follows
T = |E(D)|2

(14)

Where E is the mean value of (D).
V. E XPERIMENTAL S ETUP AND R ESULTS
A. Data source
For our experiments, OFDM signal based on IEEE 802.11ah
configurations is assumed to be under consideration. The data
is generated and modulated using 16-QAM, mapped onto
64 sub-carriers, followed by cyclic prefix (CP) addition and
transformed into the time domain by using IFFT. The received
signal is assumed to be affected by AWGN. After CP is
stripped off and FFT is performed, the output data is divided
into two sets: one contains only the clean data (No jammer
attack) for the training phase and the second set consists of the
data affected by the jammer attack for the testing phase. The
jammer attacks any of the sub-carriers in the OFDM signal
according to the following scenarios.
•

and
r(t) is the received OFDM symbol. H0 represents the hypothesis of a normal situation when the symbol is not attacked,
while H1 represents the hypothesis of an abnormal situation
when the jammer has attacked the symbol. The decision of
H0 and H1 is based on a predefined threshold T compared
with the energy of each received sample. The performance of
the ED is evaluated based on the probability of detection (Pd )
which is calculated as follows
Pd = P (Esi > T ) i = 1, 2, ..., M

(12)

(11)

where Esi is the energy of the detected symbol i. We adopt
the traditional ED provided with a small memory, giving it
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•

•

•

Scenario 0 (N ormal Situation): This scenario is used
to learn the DBN model as shown in Fig. 3 for the normal
behavior of the CR network by applying the clean data
during the training phase. The learned DBN is utilized
later on the other scenarios to determine the deviations
of the new behavior from the normal situation. After
learning the normal situation during the training phase
we define different scenarios to test the proposed method
(testing phase). The anomalies are detected based on
the abnormality measurements as mentioned in section
IV.
Scenario 1 (Single Jammer attack): When the jammer
attempts to disrupt the transmission of the primary user by
attacking one symbol of the OFDM sub-carrier as shown
in Fig.4.
Scenario 2 (M ultiple Jammer attacks): In this case,
the jammer attacks different symbols of the OFDM subcarrier, Fig.5.
Scenario 3 (Jammer attack with low power): In this
case, the jammer attacks single symbol of the OFDM
sub-carrier with low power, Fig.6.
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Fig. 3. Scenario 0 : Clean data (Normal Situation)
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Fig. 7. Scenario 1: Abnormality measurement (db1)
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Fig. 8. Scenario 1: Abnormality measurement (db2)

Fig. 4. Scenario 1: Single attack
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Fig. 9. Scenario 2: Abnormality measurement (db1)

Fig. 5. Scenario 2: Multiple attacks
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Fig. 10. Scenario 2: Abnormality measurement (db2)

Fig. 6. Scenario 3: Single attack with low power
1
0.8

B. DBN Results

0.6

Here, we evaluated the performance of our DBN model
under three different scenarios mentioned previously. The
detection of the abnormal situation is based on a calculated
threshold for each abnormality measurement.
Fig. 4 depicts the observation of scenario 1 where a single
attack is present in the sub-carrier. By observing the abnormality measurements, it is possible to detect and locate the
attacked symbol in that sub-carrier by comparing it with the
threshold. The high peak means an abnormality and it is
greater than threshold as displayed in Fig.7 and Fig.8. In
this case we are able to detect the jammer at discrete and
continuous levels.
In scenario 2 the jammer attacks multiple symbols. Our
model is able to detect multiple attacks at discrete and continuous levels as shown in Fig. 9 and Fig. 10.
The jammer in Scenario 3 attacks one symbol with lower
power. In this situation, it is possible to detect jammer only at
discrete level (db1) as indicated in Fig. 11, while at continuous
level (db2) our method is not able to detect the attack, Fig.12.

0.4
0.2
0
0

100

200

300

400

500

600

700

800

Fig. 11. Scenario 3: Abnormality measurement (db1)
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C. Comparison between DBN and Adaptive ED
For ED we use the same data as for DBN in order to see
the difference between the two systems. As discussed in the
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previous sections, our proposed DBN model is based on a
statistical analysis of the sensed sub-carrier, it can predict
and estimate future states and deals with the whole OFDM
symbols. On the other hand, the conventional energy detector
receives signal and performs energy test statics for a given time
instant. To make a fair comparison between the two systems
we provided the ED with a limited memory for memorizing
previous and current state (before and after an attack) of
the symbol. The scenarios mentioned before are done to see
how our proposed DBN perform with different situations
regarding the jammer (changing its power, increasing the
number of attacks). We compare the adaptive ED with DBN
by plotting the Probability of detection with respect to the
number of attacks. The performance of ED degrade as the
1
ED
DBN
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Fig. 13. Performance of ED and DBN in terms of Pd as the number of
attacks increases

attacks increase where DBN is always able to detect attacks
with stable performance as shown in Fig.13. The advantage of
our proposed DBN model with respect to the adaptive ED is
that it is able to detect and locate attacked symbol in the subcarrier, where the adaptive ED is not apt to identify affected
symbols. This is due to the fact that ED has a limited memory
which allows it to sample observed symbol at a given time
instant.
VI. C ONCLUSION AND F UTURE W ORK
In this paper, we present a method to learn DBN model
in CR-IoT network for OFDM modulated signals. The main
strength of the proposed model lies in a fact that it identifies
single or multiple affected symbols of OFDM sub-carrier
which are attacked by jammer with either high or low power.
Moreover, proposed method can be deployed in different wireless standards based on OFDM. As an extension of the future
work, we will deal with multiple OFDM sub-carriers under
various jammer attacks. Additionally, interaction between user
and jammer will be studied to further improve the developed
model by using real dataset.
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