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Abstract—In this paper, we analyze a network consisting
of a single source, legitimate destination and an eavesdropper
in the presence of multiple helping nodes acting as friendly
jammer to support secure communication. We propose a practical
jamming method for uncoordinated cooperative jamming (UCJ)
with less system overhead. Jammers are selected to secure
the communication in an energy efficient way. We model the
spatial distribution of jammers as a Poisson point process (PPP).
Jammers are selected according to the source to destination
channel quality within a finite region surrounding the source.
The secrecy transmission rate of the network is evaluated from
coverage probability and secrecy probability. The secure energy
efficiency (SEE) of the system is analyzed by considering a more
realistic power consumption model with the transmit power of
various nodes as well as their circuit consumption power.
Index Terms—Uncoordinated cooperative jamming, Poisson
point process, physical layer security, secure energy efficiency.

I. I NTRODUCTION
The future of telecommunication networks is to connect a
vast number of heterogeneous devices to the Internet of Things
(IoT). The IoT will incorporate various wireless technologies.
This inclusion of devices will possibly create the market for
new services not only in daily life but also change the machine
to machine communication. The number of connected devices
is predicted to rise by about 50 billion by 2020 and accordingly
energy consumption by wireless networks will increase [1].
The security of communication is a critical issue due to the
presence of energy efficient devices with low computational
power in IoT, and application areas directly affect human life
or productivity in industries. Usually, the security of communication is ensured using cryptographic techniques implemented
at higher layers. These cryptographic methods rely on the
assumption that the decryption will be difficult and take more
time at an intruder. The limited capabilities of IoT devices
make the implementations of security difficult. Physical layer
security methods use inherent randomness of the wireless
channel to secure the information [2], [3].
The authors in [4] first proposed the idea of artificial noise
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to deteriorate the capacity of eavesdropper in case of multiantenna source and in a cooperative relaying scenario with
the help of intended destination. Similar to artificial noise, cooperative jamming methods evolved for the wireless network
having one or more helper nodes acting as friendly jammer
to secure the communication. Cooperation among communicating nodes to implement physical layer security is widely
studied [5]. In [6], a distributed jammer selection scheme is
proposed in which selected jammers radiate independent Gaussian noise to degrade eavesdropper capacity. Uncoordinated
jamming strategies to improve secrecy rate with the help of
multiple single antenna helpers in single-input-single-output
(SISO) and single-input-multiple-output (SIMO) networks are
proposed in [7] and [8], respectively. A broad overview of
jamming strategies to secure wireless communications is given
in [9]. The secrecy using artificial noise from source and
cooperative jamming for single antenna nodes are analyzed
in distributed nodes as Ginibre point processes [10]. Authors
proposed a threshold based jammer selection for UCJ having
multiple stochastically distributed jammers and eavesdroppers
[11]. In [12], cooperative jamming via local nulling is proposed in case of local channel information at multi-antenna
jammers and shown that their scheme performs close to the
optimal method in case of global channel information.
Concerning energy consumption, the security of the network
is studied to minimize total transmit power or maximize
secrecy performance under power constraints. In [13], authors
analyzed various position based jamming strategies regarding
secure throughput and energy efficiency for distributed jamming and eavesdropping nodes. The authors in [14], introduced
the secrecy capacity per unit cost in terms of the total
transmission time and the total energy consumption as a metric
to study secure wideband communication in a cost-efficient
manner. The optimization of SEE for multiple-input-singleoutput (MISO) and SISO networks is explored in [15] without
secrecy rate constraints. The authors proposed and compared
two schemes using transmit antenna selection with and without
artificial noise and shown that artificial noise scheme performs
better in terms of energy efficiency when eavesdropper is
closer to relay in [16].
In this paper, we propose and analyze a UCJ jammer
selection scheme based on channel threshold and selection
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region in case of PPP distributed helper nodes. We establish analytical formulation for performance evaluation of the
proposed scheme with respect to obtained secrecy rate and
energy efficiency. The analytical results to evaluate secrecy
performance concerning the coverage probability and the
secrecy probability are presented. Our results are verified with
the numerical simulations and give insights to many aspects
of jammer selection with respect to network parameters from
the energy efficiency.
The remaining paper is organized as follows. The system
model is explained in Section II. The distance distribution in
case of the finite area is presented in Section III. In Section IV,
the secrecy performance is analyzed. In Section V, analytical
results are verified with simulation results, and discussed the
efficacy of the proposed UCJ scheme with the change in
selection parameters. Finally, this work is concluded in Section
VI.
II. S YSTEM M ODEL
A. Network Model
Let us consider a distributed wireless network as shown
in Fig. 1, with one source S, which wants to communicate securely with one destination D in the presence of an
eavesdropper E. There are multiple helper nodes which are
distributed randomly across the region uniformly, which act
as friendly jammer. Each node in the network consists of
only a single antenna. Here, we assume that the source and
jammers obtain perfect channel state information (CSI) by
the use of training sequence transmitted from the intended
receiver. When the source wants to send information symbol
to the legitimate destination, each of the selected jammers
transmits independent Gaussian noise with constant power Pj .
The eavesdropper also monitors the message signal.
The received signals at the intended destination and the
eavesdropper can be written respectively as,
p
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Fig. 1. System model

fading. Ps is the source transmission power and PJ is the
jammer’s transmission power. zj is AWGN transmitted by the
jammer with distribution CN (0, 1). nk and nE are the AWGN
with distribution CN (0, σ 2 ).
The received signal-to-interference-plus-noise ratio (SINR)
at the destination SIN Rd and eavesdropper SIN Re are
respectively given as,
SIN Rd =

SIN Re =

|hsd |2 d−α
sd Ps
, (3)
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Successful decoding of information occurs at the legitimate
destination when the capacity of the S to D channel is greater
than or equal to the transmitted codeword rate Rt . For perfect
secrecy, the channel capacity of the S to E channel must be
less than or equal to the rate loss for securing the confidential
message Re . Hence, we are using the coverage probability and
secrecy probability defined in [10] as performance metrics,

(2)

j∈φj ,rj ≤Rw

where, x is the transmitted signal and hab denotes the channel
coefficients from the transmitting node a to the receiving node
b, distributed as CN (0, 1). Here, CN (µ, σ 2 ) denotes complex
Gaussian distribution with mean µ and variance σ 2 . 1{|hjd |2 <}
is indicator function defined as 1{|hjd |2 <} = 1 if |hjd |2 < ,
and 1{|hjd |2 <} = 0 otherwise. dsd and dse are the S to D
and S to E distances, respectively. α is the channel path loss
coefficient and  is jammer selection threshold. φj denotes PPP
model for the distribution of jammers and rj is distance of jth
jammer from the source. Here, we assume all the channels are
independent and identically distributed quasi static Rayleigh

Rw

J

Pcov = P (SIN Rd ≥ ηT ),

(7)

Psec = P (SIN Re ≤ ηE ),

(8)

where, ηT = 2Rt − 1 and ηE = 2Re − 1. Hence, the secrecy
transmission rate R is defined as [10],
R = (Rt − Re )Pcov Psec .

(9)

B. Power consumption model
Each node consumes power in two ways: the power consumed for the transmission of the signal and the power
consumed in circuit components. It is assumed that, if a
node is not participating in any of the communication stages,
then there will be no power consumption by that node. Let
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Pcs and PcJ denote the circuit powers of source and jammer
respectively. Let εas and εaj denotes the amplifier efficiencies
of source and jammer, respectively. Thus, the total energy
consumed is,
X
X
PJ 1{|hjd |2 <}
Ps
Pt =
+ Pcs +
+
PcJ .
εas
εaj
j∈φj ,rj ≤Rw
j∈φj ,rj ≤Rw
(10)
As the selected number of jammers is not fixed, if there are
N number of jamming nodes in set {j ∈ φj , rj ≤ Rw }, then
we can find the average of total power as
Ptavg|N = E[Pt ] =

Ps
(1 − e− )PJ
2
+Pcs +πRw
λ{
+PcJ },
εas
εaj
(12)
where, λ is node density and Rw is the radius of region in
which jammers are selected. SEE is calculated using (9) and
(12) as
R
SEE =
(13)
Ptavg
III. D ISTANCE D ISTRIBUTION
As jammers are distributed randomly according to the PPP,
their distance from the receiving node is a random variable. Let
r is the distance between the receiving node which may be the
D or E, and a jammer which is present in a circular region of
radius Rw centered at the source. Let d is the distance between
S and receiving node (D or E). If FR (r) represents distribution
function and A(r) is the intersection area between the circular
regions centered at source with radius Rw with another region
centered at receiver with radius r, the density function fR (r)
can be evaluated as,
(14)
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2
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2
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IV. S ECRECY P ERFORMANCE A NALYSIS
The distance of any jammer from the receiver is independent
of other jammers. |hab |2 is exponentially distributed, and all
channels are independent. Hence, Pcov can be evaluated a
Pcov

Ptavg = E[Ptavg|N ] =
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Fig. 2. Geometrical cases for fR (r)

fR (r) =

(16)
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where, s = T Psds J and LX (s) = E{exp(−sX)} is the
Laplace Transformation of X. If there are N number of
helper nodes present in the circular region of radius Rw , the
Laplace transform of interference L(Id |N ) , using fR (r) from
(14), (15) and (16), L(Id ) is given by
Z

rdu

L(Id )|N {s} =
rdl

1 − e−(1+sr
{
1 + sr−α

−α)

+e

−

N
}fR (r) dr

,
(19)

where, rdl and rdu are chosen according to the choice of
fR (r). As the number of nodes present is a Poisson random
variable, if the node density is λ, the unconditional Laplace
transform of interference at the destination is evaluated as,
L(Id ) {s} = E{L(Id )|N {s}}
2
∞
2
X
λ)N
e−πRw λ (πRw
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{
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1
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(20)
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Similarly, Psec can be simplified as
Psec = 1 − {exp(−

2
η E dα
eσ
)}L(Ie ) {s},
Ps

(21)

and L(Ie ) is given by

 Z reu
1 − e−
2
{
+ e− }fR (r) dr
L(Ie ) {s} = exp πRw λ
1 + sr−α
rel

−1 ,
(22)
η dα P

where, s = E Pes J , and, rel and reu are chosen according
to the choice of fR (r). The integrals in (20) and (22) can be
efficiently evaluated by numerical methods.
V. R ESULTS AND D ISCUSSIONS
In this section, we verify the analytical results obtained
in the previous section with numerical simulations. The
average results are obtained over 105 independent realizations
of channel and point process. Various parameters used for
simulation are listed in Table I.
Fig. 3. The coverage probability Pcov and secure communication probability
Psec as a function of Rw

TABLE I
S IMULATION PARAMETERS
Parameter
λ
Rt
Re
Ps
PJ
Pcs = PcJ
εas = εaj
α
dsd
dse
No

Value
0.1 m−2
1 bps
0.5 bps
0.100 W
0.010 W
0.005 W
0.8
3
15 m
20 m
-70 dB

In Fig. 3(a) and (b), Pcov and Psec are plotted with respect
to (w.r.t.) Rw for various values of selection threshold . It can
be observed that the analysis is well supported by simulation
results. Pcov decreases slowly for smaller values of  because
the number of jammers selected is less. For large values of ,
Pcov decreases at a faster rate as more number of jammers are
selected for the small value of Rw and more jamming noise
is received by any receiving node. Similarly, Psec increases
for various values of . It can be observed for a large value
of , plots become steeper and tend to saturate as most of the
jammers will be selected for higher values of .
In Fig. 4(a) and (b), Pcov and Psec are plotted w.r.t. 
for various values of selection region defined by Rw . It can
be seen that for a smaller value of Rw , Pcov decreases and
Psec increases slowly as the available number of jammers are
selected within a smaller region. On the other hand, when a
large number of jammers are available in a wider area, curves
for Pcov decreases rapidly and increases in case of Psec . It is
also observed that after reaching enough value of Rw , curves

Fig. 4. The coverage probability Pcov and secure communication probability
Psec as a function of 

tend to saturate. It happens due to the selection of jammers at
a far distance do not affect a receiving node significantly.
In Fig. 5(a), SEE is plotted as the function of Rw for various
values of . It can be observed that for any given value of
, SEE first increases up to certain value and then decreases
with increase in Rw . As SEE is the ratio of secure throughput
and power consumed, it increases until power consumption
by selected jammers is small. When Rw is sufficiently large,
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Fig. 5. The SEE as a function of (a) Rw and (b) 

power consumption by selected jammers starts dominating and
SEE starts decreasing. A similar trend is followed by the
curves of SEE as the function of  for any given value of
Rw . It is obvious from the SEE curves that there exist some
optimal value of Rw and  for which SEE is maximum.
VI. C ONCLUSION
In this paper, we studied the energy efficiency for a secure
wireless network with the help of stochastically distributed
friendly jammers. Here, we proposed a practical jammer
selection method for UCJ. Jammers are selected in a finite
area around the source to limit the power consumption. Our
analysis shows that some optimal value of selection parameters
exists at which SEE achieves maximum value. Our analysis is
well matched with simulation results. The SEE maximization
and the effect of multiple stochastically distributed evesdroppers on security and energy efficiency performance can be
analyzed further.
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