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Abstract—The proliferation of the Internet of Things has seen it
adopted to practically all aspects of life. There has been an increase
in demand for more IoT devices which are manufactured by
several companies. This has however left need to address
vulnerabilities within and threats to these devices. In many cases,
these vulnerabilities arise from manufacturer focus on
functionality rather than security. Secure by design IoT devices
are rare in the market today. Efforts to address this are being
made by the IoT research community, however, more effort is
required. Deficiencies of current efforts include accountability of
devices and privacy of data generated across the IoT landscape.
The aim of this Ph.D. research is to improve the security, privacy,
veracity, and trust. The approach developed in this study will be
based on non-repudiation of actions among self-organized IoT
devices in an IoT Ecosystem by leveraging Distributed Ledger
Technology (DLT). A proposed system architecture which relies
on the Distributed Ledger Technology and its related features will
enable services to be applied to the IoT landscape to achieve
aspects of end to end IoT security. The initial progress to date is
presented within this manuscript.
Keywords – Accountability, Distributed Ledger Technology,
Internet of Things, Blockchain, IoT security, Privacy, Threat,
Veracity, vulnerabilities.

This is achieved by deploying sensors, and related internetconnected devices, to enable greater optimization of operations
in industries such as providing predictive maintenance to
reduce downtime through the data aggregated by these devices.
Driven by the benefits to individuals and industry, it is projected
that by 2025, the number of IoT devices will number over 100
billion and will contribute over $11 trillion to the global
economy [5]. IoT devices do not exist in isolation. They interact
with other IoT devices, computational services, end users, and
objects to provide their functionality. Given the expected
quantity of IoT devices, it is important for these devices to
safely and reliably integrate themselves with their environment
in order to reduce device management overhead and reduce
human intervention [6]. These deficiencies are discussed in the
following section.
The proposed project aims to investigate and develop a novel
self-organization and management paradigm for IoT devices.
This paradigm will ensure that data and resources are safely
shared while considering the security, trust, and risk involved
in the way they interact. This will lead to providing a better way
of securing the IoT Ecosystem.
II. RELATED WORK

I. INTRODUCTION
The Internet of Things(IoT) is a computing paradigm referred
to as “the Future Internet which can be seen as a dynamic
global network infrastructure with self-configuring capabilities
based on standard and interoperable communication protocols
where physical and virtual “things” have identities, physical
attributes, and virtual personalities and use intelligent
interfaces, and are seamlessly integrated into the information
network” [1]. Additional works [2] have defined IoT as a
phenomenon that involves objects which are connected to the
internet, interact with each other and their physical
environments while incorporating their identities, purposes, and
communal resources. IoT devices and their associated services
have the potential to directly augment daily life of individuals
in several ways such as supporting patient management within
healthcare, digitalization of businesses, and improvement in
efficiency within business processes which will consequently
increase the revenue of businesses if properly managed [3]. In
addition to the impact on lives of individuals, an expanded
paradigm called Industrial IoT has the potential to augment
industrial processes such as optimizing production lines in a
manner which increases efficiency, fault and resource
predictions, and product planning [4].
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The existence of IoT has changed the level of human interaction
with their environment. Human decisions can be informed by
inputs from devices, machines, and processes. Connected
devices can smartly communicate with each other to perform
major operations without human intervention to make incisive
decisions [7]. This decision might be to auto-provision a new
device introduced into IoT Network and form part of the
Ecosystem with the device performing a definite function.
IoT enables access to several services over the internet by
individuals, government agencies, service providers, industrial
customers and societies at large at any time and in any location.
These interactions currently exist in several use cases across
diverse human operations and functions. IoT solutions have
been developed and deployed on a case by case basis [8].
A typical IoT Ecosystem could have heterogeneous devices
with different features, capabilities, as well as functionalities.
For example, imagine devices such as NEST thermostat,
Amazon Alexa, Philip LIFX, and Apple Home kit working
together in the same environment without independent devicebased integration, we could say – “plug and play”
functionalities. These devices and its network which are
proprietary based are not suitable for business and lack selforganization.
Another major issue is the existence of diverse
communication standards which each device has the liberty to
choose from. Various existing wireless communication [9]
were reviewed as shown in figure 1 below.
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adequate function based on the resources available to it. This
can be a situation where an IoT Ecosystem functions adequately
and correctly irrespective of the situational circumstances and
environmental conditions. Additionally, collective computing
blurs differences between what is human and what are devices
in order to provide a smooth working relationship [15]. Several
accounts have shown that IoT devices existing in isolation has
the tendency of reducing their effectiveness and further reduce
the quality of the human-computation experience [16]. To build
a stronger and effective community of varying devices, it is
therefore important to manage these variations (called
diversity) while building trust, confidentiality, and adequate
risk awareness in the ecosystem and this will be one of the
focuses of this research.
Fig. 1. Layered view of communication standards in IoT
(adapted from [9]).
The figure showed some of the communication standards in
use today which include but not limited to ZigBee, NFC,
WiMAX, 4G, Bluetooth LE, 6LowPAN etc. These standards
have several features which determine their selection in the
production of diverse IoT devices. These features affect
characteristics such as latency, range, throughput, the power
consumption of the node, and security. As the IoT concept
requires an increase in inter-communication and interoperability of wireless communicating devices [10], it is
important to consider various communicating standards which
bring in diversities among devices that communication in an
IoT ecosystem. Since these standards are not secure by design,
finding a way to secure them becomes important.
So, it is important to consider these diversities, as well as the
way they organize themselves in response to external factors or
conditions, the level of agreement while interacting as well as
the level of security that exist with a view to providing a secure
way for their co-existence while protecting privacy of data
generated by these devices.
A. Managing diversity within collective computing
Collective computing is a term describing scenarios where
many computational devices collaborate and share resources
with the aim of forming a solution for a single problem/many
problems. The individual power of each machine is clustered to
process computationally intensive tasks as may be required by
pervasive devices and services [11]. The availability of a range
of IoT devices has resulted in various implementations to
address specific problems as determined by their design goals.
This creates a scenario where an environment may adopt
heterogeneous devices which each offer different capabilities
[12]. Collective computing focuses on the amalgamation of
pervasive and ubiquitous computing [13]. While systems are
working towards autonomous operation, it is essential for them
to be able to collaborate with each other to determine and
incorporate capabilities provided by each device. There is
usually a range of IoT devices in a typical ubiquitous setup [14]
with various capabilities and functions, such as in smart
environments by integrating devices within such environment.
This heterogeneous nature is of vital importance while
examining how such devices may co-exist and function in the
ecosystem. Another important aspect is self-sufficiency [13]
which is the ability of collective computing to perform an

B. Self-organization within IoT solutions
As discussed in previous sections, many devices exist in an IoT
ecosystem and there is a need for these devices to organize
themselves for better productivity. Hence, self-organization
enhances the interoperability of independent systems and
should provide a basis for collective restructuring when
subjected to different demands [17]. As seen in nature, a swarm
of insects, herd of land animals, cells in an organism, and school
of fish all display self-organization characteristics. So also, an
array of artificial systems like the Internet of Things (IoT)
related devices should exhibit, and leverage, self-organizing
characteristics [18]. This enables the IoT system to perform the
specific function it is designed to do while simultaneously
providing a foundation to share resources in a manner which
can support a variety of vertical use cases [19]. Selforganization will provide flexibility among autonomous IoT
devices as they are expected to be part of many independent
functional systems [20]. There are some scenarios [20] which
are relevant to this project, one of which is a remote health
monitoring system where sensors in a home measures
temperature and humidity, alongside a heart monitor with these
devices providing immediate logs to a cardiologist via the
internet. Another scenario is that of sensors on solar panels
communicating to a smart grid through a smart meter for energy
efficiency. In these scenarios, there is the interplay of
autonomous devices which can communicate and react
according to their internal state. With self-organization,
redundant devices can be securely introduced into the IoT
Ecosystem to serve as failover in some unforeseen
circumstances. This will re-task a device in a situation where
one fails. This self-organizing feature will result in robustness
and scalability of IoT use cases by increasing its functionalities,
availability, and capacities [21]. IoT devices can collaborate to
share resources as they organize themselves to enable energy
efficiency, optimal system performance, redundant operation,
quality of service (QoS), scalability, effective and responsive
service delivery. This will also result in a reduction of demand
for bandwidth and latency.
Due to these requirements, we must, therefore, research an
approach that enables IoT devices to self-organize themselves
within different use cases. This must be done, with some level
of accountability incorporating adequate authentication checks
and subsequent authorization in sharing their resources.
Additionally, IoT devices should be held accountable for the
resources and data they share. It is therefore important to
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investigate how this could be achieved, for example, do they
share resources safely, and in a non-repudiative manner so that
each device can be accountable for their actions – even as they
communicate. This will be an area of exploration for this
research.
C.

Planning and consensus within disparate IoT
elements
Planning and consensus is a concept which differs selforganization mentioned above because before an organization
can take place, there must be some sort of agreement between
these devices and this is a function of how they interact in a
heterogeneous setting [22]. While self-organizations
investigate a whole network collaborating to achieve a goal,
planning and consensus looked at the agreement at the
heterogeneous device to device level [23]. Considering that a
typical use case may consist of different types of IoT devices
with each of them behaving differently over diverse
communication networks to provide a service (or services) in
an existing system or use case. The purpose of this is mainly to
enhance the movement of data generated by these devices[23]
[24]. Movement of data can be greatly enhanced or diminished
based on the planning and consensus between elements in the
IoT ecosystem. Several algorithms have been proposed by
different researchers for distinct purposes. These algorithms do
not follow a holistic approach to addressing security beyond
interaction. Examples of these consensus algorithms are
firefly[25], distributed containment control[26], forced
bipartite[27], distributed flocking[28], constraint and
projected[29], constant step-size gradient descent[30],
proportional integral derivative and super twisting[31],
uncertain linear[32], rate[33], and the ones based on swarm
intelligence[34] among others. Each device senses things
differently, for instance, a sensor might check for motion, some
to measure temperature, while another humidity and they can
exist in the same Wireless Sensor Network. For this network to
exist and thrive, there are foundational requirements such as the
following:
Identification,
Sensing,
Communications,
Computing, Services, and Semantics [35]. Identification and
sensing involve obtaining data at the point of activity [36]. This
usually includes identifying the object (virtual or physical) of
interest. Communication is responsible for moving data from
the sensing device typically to either the edge device or to the
cloud, this is where communication technologies factor.
Computing and services allow the aggregation of the data from
different sources to support users and decision making.
Semantics relates to making meaningful use of the data from
the IoT elements such as an alarm going off in a scenario where
a sensor detects smoke.
For this research, devices with a different level of complexity
and computational resources will be explored alongside
examining how data generated is transmitted through the
communication medium, computed and storage as well as the
possible resources and services they deliver across multiple use
cases. Different existing scenarios will be studied, and a novel,
simple and better unified consensus algorithm or method will
be adopted in creating a co-existing and better means by which
data is securely transferred between heterogeneous devices, i.e.
the IoT elements.

D. Self-configured security within IoT Ecosystem
The proliferation and emergence of IoT devices have given rise
to mass manufacturing of devices to meet up with the market
demand and use cases. Attention is paid more to functionality
as opposed to security [37]. In constrained IoT devices, it is
common that lightweight security is used because of limited
memory and processing capabilities. Communication protocols
are also subject to compromise and can be a source of the attack
to the IoT Network. Also, in some cases, fixes and updates are
not automatically sent to devices [38], if they are still supported
by the manufacturer at all. Additionally, these devices tend to
be exposed to their environment, should they exist in a network
which is mostly the case, they can become a point of attack in
the IoT network [39]. Therefore IoT can provide functionality
at the cost of increased vulnerability to malicious attacks or
activities by an intruder [40]. These attacks include but are not
limited to Denial of Service (DOS), Distributed Denial of
Service (DDOS), Jamming, Spoofing, Intrusion, Malware, and
eavesdropping[41]. Compounding this situation, the
heterogeneous nature of IoT systems that may comprise
hundreds of devices, which have diverse firmware images,
Operating Systems (OS), and communication protocols which
further complicating establishing security. For instance, if
access is gained into a node within a Wireless Sensor Network,
damage can be done to the whole network and as such the
network will fail to achieve its aim at the detriment of the owner
or the organization. Should the data from these sensors be
reliant upon an actuator, a wrong decision or operation could
then be performed. Hence, security becomes a challenge [42].
This study will, therefore, examine the existing security
configuration within IoT Ecosystems, then attempt to proffer
solutions to address these concerns which include
vulnerabilities, privacy and other security domains as related to
IoT devices, IoT OSs, protocols, connecting technologies, and
their interoperability.
It could be noticed that each of the section reviewed above
ends with some major issues that are of interest to this research.
These are summarized in the section below in the form of
research questions.
III. SUMMARY OF RESEARCH ISSUES
The following questions have emerged as targets for
contribution to knowledge based on the initial investigations of
several key research areas relevant to the study:
- Given the diversity of IoT devices, how is it possible
to develop consensus within self-organizing systems
to achieve a common goal?
- Given multiple use cases, can IoT solutions be
harmonized and managed on a single platform?
- Is it possible to effectively manage varying IoT
devices while building trust, confidentiality, and
adequate risk awareness in the IoT ecosystem?
- Is it possible for IoT devices to share resources safely,
and in a non-repudiative way so that each device can
be accountable for their actions even as they
communicate?
- How can security be maintained across IoT elements
and ecosystems to protect privacy and safeguard them
from vulnerabilities?
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IV. AIM AND OBJECTIVES

VI. CONCLUSION

The aim of this research is to improve the security, privacy,
veracity, and trust based on non-repudiation of actions among
self-organized IoT devices in an IoT Ecosystem.

This research is still at its early stage. Therefore:
●
The research issues aim and objectives will be the
major focus of the research and will guide the work
accordingly.
●
Exploration of distributed ledger technology will
occur to inform the implementation of the research by
leveraging on its immutability, accountability, and
other features.
●
Concepts related to lightweight cryptography,
encryption and decryption will be explored.
●
An attempt will be made to create a novel aware
service at the communication level of the IoT
Ecosystem to provide end-to-end security.
●
Detailed models, and architectures such as Risk
Awareness Model, Implementation architectures will
also emanate from this study.

This overall aim will be achieved through the following
objectives:
●
Identify and develop consensus algorithms which will
manage self-organizing IoT ecosystems.
● Develop a prototype system to act as a testbed to be
used throughout the project facilitating evaluation.
● Develop trust, confidentiality, and risk awareness
models of IoT devices within an IoT Ecosystem.
● Develop a novel self-aware service that will maintain
accountability of IoT devices within the Ecosystem.
● Develop a distributed system that will protect the
privacy and secure IoT elements and ecosystems from
vulnerabilities
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